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1 | NTRODUCTI ON

1.1 Purpose

This docunment is a Security policy for the Phaos Crypto
version 3.0 Mddul e and was produced as a part of the Federal
Information Processing Standard (FIPS) 140-2 |evel 1
val i dation process.

This Security Policy docunent describes how version 3.0 of
the Phaos Crypto Mddule neets all the requirenents for |evel
1 validation criteria specified in FIPS PUB 140- 2.

1.2 Organi zation

Section 1 of this docunent provides an overview of this
Security Policy docunment. Section 2 describes the Phaos
Crypto Module and how it neets the FIPS 140-2 requirenents.
Section 3 describes the usage of the Phaos Crypto Mdule to
satisfy the approved FIPS 140-2 Level 1 node of operation.
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2 PHAGCS CRYPTO PRODUCT

The Phaos cryptography products are unique in that they provide
Java devel opers with a |ightweight, extensible franework for
integrating the full range of cryptography tools into any Java

application or applet.

Phaos Crypto allows developers to protect data using FIPS

Approved algorithnms. It forns the core of the Phaos product line

and provides cryptographic services to Phaos’s high-I|evel

security protocol toolkits |ike Phaos Security Engine, Phaos
SSLava, Phaos S/M Mg, Phaos XM. Security, Phaos SAM., Phaos
Li berty, Phaos Centuris PKI, Phaos XKM5 and Phaos Financi al

Engi ne.

2.1 Phaos Crypto Modul e

Phaos Crypto is a FIPS 140-2 Level 1 conpliant, software

based cryptographic nodule. It is a pure Java Tool kit that

i npl enents state of the art cryptographic algorithns, which

are accessible through an easy-to-use API. Sof t war e

devel opers can dynamcally |link the Phaos Crypto nodule into

their applications to provide FIPS 140-2 conpliant

crypt ographi ¢ support.

Phaos Crypto consists of a Java class |ibrary package as

signed Java Archive (JAR) file. Phaos Crypto is classified

as a nmulti-chip standal one nodule for FIPS 140-2. The act ual

crypt ographi ¢ boundary includes the Crypto Mddule running in
a Java Runtinme Environment conpatible with JDK 1.1 installed
upon a PC running on the Wndows 2000 Operating System The
physical interfaces of a general PC include the keyboard,
nmouse, nonitor, serial ports, parallel ports, and network
adaptors. The power interface for a general PC is external
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The Crypto Mdule is not capable of outputting any data
beyond the physical cryptographic boundary. Al data and
services provided by the Crypto Mdule are output to the
calling application that resides on the host machine. The
Java Tool kit Mdule was validated as neeting all applicable

FI PS 140-2 security requirenents.

Phaos Crypto can run on any Java Runtine Environnent
conpatible with JDK 1.1 (or higher) but was not tested upon
each of these Java environnments as a part of the validation

Application Software

Phaos Crypto Toolkit
Java Interface

Java Virtual Machine

Uperating System

LA . 73Ty - -
Win3Z2, Unix, Mac

process.

Shown above is the software block diagram of the

crypt ogr aphi ¢ nodul e.

Modul e I nterfaces

The logical interface to the Phaos Crypto Mdule is a Java
Language Application Program Interface (APlI) docunented in
t he Phaos Crypto APl Docs.
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Data Input and Data Qutput are provided with variables
passed within the APl function calls. The Status Qutput for
each APl function call is provided in the returned vari abl es
and exceptions that are docunented for the API function
call. The Status Qutput for the Phaos Crypto Mdule is
provided through the MduleState Cass (com phaos.fips
package) APl functions. The Control Input is provided thru
the actual calls to the nodul e functions.

The Phaos Crypto Mdule APl is the logical interface for
Data Input, Data Qutput and Status Qutput, and neets the
Level 1 validation requirenents of FIPS 140-2.

2.3 Roles, Services and Authentication

The Phaos Crypto Module inplenents a single role, operator
that conbines the User and Crypto O ficer roles. As al |l ows
by FIPS 140-2 Level 1, the Phaos Crypto Mdul e does not
support operator identification or authentication for the
operator. An operator can performall services supported by
t he nodul e.

The Phaos Crypto Module is intended to run on Wndows 2000 in
single wuser nopde. Wwen run in this configuration, no

concurrent operators are Supported.

Because the nodule is a Java class library, each process
requesting access is provided its own instance of the class
objects in the nodule. As a result, each process has conplete
access to all the information and keys wthin the class
obj ects. However, no keys or other information are maintained

when the class goes out of scope and is zeroized. Thus, an
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instantiation of the <class objects wll only contain

information placed in it by the process.

Al'l the services offered are accessible to the operator, the
only role supported by the Phaos Crypto Mddule. The services

are broken into five packages, which are described bel ow

com phaos. ASN1

Provides facilities for reading and witing both BER
(Basi ¢ Encodi ng Rules) and DER (Di stingui shed Encodi ng Rul es)
encoded Abstract Syntax Notation One (ASN. 1) structures. It
supports all the ASN. 1 datatypes defined in the ITUT
Recommendations X 208 and X 209. Also included 1is a
streans based interface for one-pass reading and witing of
ASN. 1 structures.

com phaos. crypto

Provides a full suite of cryptographic algorithns,
including nessage digests such as M5, SHA- 1, SHA-
256/ 384/ 512, symmetric encryption algorithnms such as AES and
Triple-DES, public key algorithms such as RSA, DSA and ECC,
aut hentication algorithms such as HWVAC key agreenent
such as Diffie-Hellman and pseudo-random nunber generation
It al so supports the public key cryptography standards (PKCS)
#1, #5 and #8. It also provides facilities for symetric key

and asymmetric key-pair generation.

com phaos. fi ps

Provides self-tests and utility classes for the FIPS 140-
2 approved node of operation. It allows for the explicitly
i nvocation of the various power-up and conditional self-tests

by the operator role. Al so provided are facilities for
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determ ng the operational state of the Phaos Crypto nodul e

com phaos. nat h
Provides utility classes for mathematical functions. It

provides for randomized primality testing and generation

com phaos. utils

Provides wutility classes for the other packages. It
provi des convenient access to sone of the commonly used
functionality. Some of the functionality provided includes
(bj ect pooling, Unsynchronized Streans and Collections, and
Dat at ype conver si ons.

The Phaos Crypto Modul e does not support any authentication
mechani sms.

2.4 QOperational Environnent

The operational environnent of the Phaos Crypto Mdule is a
gener al - pur pose operational environnent. The Crypto nodul e

uses an approved integrity verification technique as a part
of the Power-Up Self Tests.

Phaos Crypto is classified as a multi-chip standal one nodul e
for FIPS 140-2. The actual cryptographic boundary i ncl udes
the Crypto Mdule running in a JDK 1.1 conpatible Java
Runtinme Environnment installed upon a PC running on the
W ndows 2000 Operating System The Java Tool kit Mdul e was
validated as neeting all applicable FIPS 140-2 security
requi renents.
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Phaos Crypto can run on any JDK 1.1 (or higher) conpatible
Java Runtime Environnent but was not tested upon each of

these Java environnents as a part of the validation process.

Crypt ogr aphi ¢ Key Managenent

2.5.1 Random Nunber GCenerators

The Phaos Crypto nodul e contains 2 entropy harvesting and 3
pseudo-random nunber generator (PRNG inplenentations. It
i ncl udes an approved RNG al gorithm described in section 3.1
of FIPS PUB 186-2 along with the nodifications specified in
the Random Nunber Generation and GCeneral Purpose Nunber
Ceneration sections of Change Notice 1 for FIPS PUB 186-2.
In order to use the nodule in the Approved node, only the
DSARandonBi t sSour ce obj ect should be used to generate random

numbers.

The other two PRNG inpl enentations (M)SRandonBitsSource and
SHA1RandonBi t sSource) should not be used as they are not
Approved PRNGs.

The 3 PRNG inplenmentations and 2 entropy harvesting
i npl enentati ons successfully passes the statistical random
nunber generator tests described in section 4.9.1 of FIPS

PUB 140-2 for quality assurance.

2.5.2 Key Ceneration

The Phaos Crypto nodul e supports the generation of symetric
and asymmetric keys using the FIPS approved pseudo-random
nunber generator. The nodule generates the follow ng
Approved asymmetric keys: RSA (PKCS#1), DSA, Diffie-Hell man
(DH) and Elliptic Curve (EC) public and private keys.
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The nodule is also capable of generating the follow ng
Approved symmetric keys: AES (128/192/256), DES, and Tri ple-
DES.

No i nternedi ate key generation val ues are output fromthe
nodul e during or upon conpletion of the key generation

process.

2.5.4 Key Entry and Qut put
Phaos Crypto nodule allows for the inport and export of keys
t hrough the use of APl nethods.

The Phaos Crypto Mddule requires that two internal bool ean
flags be set to true before plaintext cryptographic key
conponents or other CSPs nay be out put.

2.5.5 Key Storage

The Phaos Crypto nodul e does not support persistent storage
of key material. The operator is responsible for the storage
of keys in a manner that neets the FIPS 140-2 Level 1

security requirenents.

A speci al purpose key is stored in the Phaos Crypto Modul e.
Enbedded in the nodule is a single DSA public key that is

used to validate the integrity of the nodul e s bytecode.

2.5.6 Key Zeroi zation

The Phaos Crypto Mdule automatically zeros any keys in
menory when the objects are no longer used and before
garbage collection by the Java Runtine. The erase() API
function call is provided, which the operator can invoke to

explicitly zero key materi al .
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2.5.7 Security Relevant Data Itens
The following is a list of all security relevant data itens
(SRDI) wused for both Approved and

functions within the Phaos nodul e:

non- Approved security

SRDI

Description

Access

Symmetric keys

Symmetric keys used
for encryption and

decryption services

User and Crypto-
officer role
(read, wite, and
del et e)

Asymetric keys

Asymretric keys
used for signing
and verifying
nmessages

User and Crypto-
officer role
(read, wite, and
del et e)

HVAC keys

Shared symmetric
key used for
conputi ng HVAC

User and Crypto-
officer role
(read, wite, and
del et e)

2.6 Self Tests

2.6.1 Power-Up Self Tests

When the Phaos Crypto Module is used for
executes self-tests

to ensure

integrity

the first tinme, it
of the nodule and

correct operation of the cryptographic algorithnms. Self tests

can also be run by the operator
APl function call
self-tests are executing,
until the self-tests conplete.

self-tests

results in the

usi ng the powerUpSel f Test ()

the com phaos.fips package. Wen the

modul e
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unrecoverable error state. In the unrecoverable error state,
the nmodule is not operational and cannot perform any

crypt ographi ¢ servi ces.

The followi ng self tests are perforned:
= DES known- answer test
= Triple-DES known-answer test
= AES known- answer test
= SHA-1 known- answer test
= HMAC- SHA1 known- answer test
= Random Nunber known-answer test
= DSA sign/verify test
= RSA encrypt/decrypt and sign/verify test
= ECDSA sign/verify test
= Module Integrity test using DSA signatures

2.6.2 Conditional Tests

Condi tional tests are run when the conditions specified in
FIPS 140-2 occur. Failure of any of the tests results in the
nodul e transitioning to a recoverable error state. Upon
failure of a conditional self-test, the nodule enters the
error state and throws an exception. The operator may
optionally try and generate another random nunber/key pair or
install a fresh version of the nodul e.

The followi ng self tests are perforned:
= Pair wise consistency test for RSA, DSA, DH and EC
key pairs

= Continuous random nunber generation test
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2.7 Mtigation of Oher Attacks
The Phaos Crypto nodule is designed to prevent generation of

key material that is considered to be weak.

The Phaos Crypto nodule also supports specifying a high
iteration count (default value of 1000) to thwart PKCS#5
password based encryption ( PBE) di ctionary att ack,
facilities for usi ng RSA- CAEP to prevent Dani el
Bl ei chenbacher' s PKCS#1 attack as wel | as secure
serialization of Java objects to ensure that keys and
passwords are not serialized. However, these services are
not allowed for use in the Approved node of operation.
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3 MODE OF OPERATI ON

3.1 Cryptographic Al gorithns
The Phaos
cryptographic algorithnms. FIPS 140-2 requires that only FIPS

Crypto Mdule supports a wde range of
approved algorithnms nust be used in the approved node of
operation. The table bel ow shows both the FIPS approved and

non- approved al gorithnms provided in the Phaos Crypto Modul e.

Al gorithm FI PS
Symmetric AES FI PS 197
Ci phers DES FI PS 46-3 (May only
be used for |egacy
syst ens)
Triple DES FI PS 46-3
RC2 No FI PS Standard
RC4 No FI PS Standard
Bl owfi sh No FI PS Standard
Message Di gests MD2 No FIPS Standard
M4 No FI PS Standard
VD5 No FI PS Standard
SHA- 1 FIPS 180-1

SHA 256/ 384/ 512

FI PS 180-2 (May not
be used in the
Approved node of

oper ation)

MAC HVAC SHA- 1 FIPS 198
Random Nunber VD5
Gener ati on No FIPS Standard

SHA- 1 No FIPS Standard

DSA FI PS 186-2
RSA RSA Encryption No FIPS Standard

/ Decryption

RSA Si gnat ur es

( PKCS#1) FI PS 186-2
DSS DSA Si gnat ur es FI PS 186-2

Diffie-Hell man

DH Key Agreenent

No FIPS Standard

(May be used in

Approved node of
oper ati on)
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Elliptic Curves ECDH Key Agreenent No FIPS Standard
(May be used in
Approved node of
oper ati on)
ECDSA Si gnat ur es FI PS 186- 2

Al'l FIPS approved al gorithns have been validated as part of the
FIPS 140-2 Level 1 validation process. Only FIPS Approved
algorithnms may be used in the Approved node of operation.

3.2 FIPS 140-2 Level 1 Approved Mde of Qperation

The Phaos Crypto nodule does not require a configuration to
operate in a FIPS 140-2 approved node. Section 3.1 lists the
crypt ographic al gorithns provided by the Phaos Crypto nodul e.

FIPS 140-2 requires that only FIPS approved algorithns be used
while operating the nodule in a FIPS 140-2 node. As a result,
only the FIPS approved algorithns listed in section 3.1 nust be
used in the FIPS 140-2 approved node of operation.

To use the Phaos Crypto nodule in a FIPS 140-2 Level 1 approved
node of operation, it is the responsibility of the operator to
ensure the foll ow ng:

= Use FIPS approved algorithnms only

= Use t he FI PS approved PRNG only
( DSARandonBi t sSour ce)

= DES algorithm should only be wused for |egacy
systens

= RSA encrypt/decrypt my only be wused for key
transport

= Do not use deprecated APl nethods or fields

= Do not use the SHA-2 al gorithm for hashing

= Do not use keys derived from passwords (PKCS#5 or
PKCS#12 SafeBag) for key or data encryption

= Seed with material that is greater than the bit

| ength of key during key generation

Do not nodify the O Dvanager settings
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